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Who are we?

• RTI develops the #1 software framework for autonomy
– DDS-based connectivity framework enables real-time communication in systems at 

scale, including safety-certified systems
– Headquarters in Silicon Valley with offices in Colorado, Granada and Singapore
– 1800+ designs, 750+ research programs across industries

• SYSGO is the leading European operating system vendor for embedded 
systems 
– 30 years experience in certification of complex systems with high safety and security 

requirements
• Part of the Thales Group since 2012

– Headquarters near Mainz, Germany
– Solutions in Avionics, Automotive, Defense, Industrial, Medical, Railway and Space 

markets
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RCA and OCORA: Transforming Digital Operations via Safe 
Computing Platform

• RCA and OCORA consortia (European Rail Operators) has a vision to 
encapsulate Safety applications from the underlying compute platform.

• After consolidating requirements for 
railway track side and rolling stock
applications, a vision of a Safe
Computing Platform (SCP) was born.

• SYSGO and RTI among many other
industry partners have contributed
in consecutive specification work to refine and detail a SCP specification.
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Digital Transformation of Railway Applications – Trend and 
Motivation

• Fact: Higher loads on Passenger and Cargo for rail infrastructure moving forward
• New applications that are needed: 
– AI based traffic management
– Automated train operation up to GOA4 with environmental perception and localization
– Command, Control and 

signaling for ETCS level 3 
moving block

– Fully automated incident 
and prevention, mitigation
and resolution

– Establishment of private 
cloud infrastructure to 
accommodate SIL4 
applications and reduction 
of Total Cost of Ownership
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Resulting Requirements from the RCA/OCORA Workstreams
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Safe Computing Platform:  A SIL4 Cloud overview for Trackside 
Applications  
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A Hypervised-based Approach of a Safe Compute Platform (SCP)
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PikeOS as SCP building block
● Hard Real-Time Operating System and Hypervisor (Type 1)

– Safe and secure virtualization (HW and para)
– Mixed criticality with multiple guest operating systems
– Highly portable supporting all important CPU architectures
– RTOS performance and determinism

● Certifiable
– According to highest Safety and

Security standards
– Modular certification kits for Railway, 
Aerospace and Defense, Automotive, 

Industrial and Medical

● Multi-Core Performance and Certification
– Certified according to highest Safety & Security standards on multi-core systems
– EN 50128: PikeOS 4.2 is certified up SIL 2 and PikeOS 5.1 up to SIL 4
– Common criteria separation kernel PikeOS 4.2 for EAL 3+ (next in prep.)
– Multiple highest level certification artefacts available from ISO 26262 to DO178C DAL A
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A Closer Look at the Platform Independent Notions: 
Replicas for Redundancy
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Messaging: Unidirectional Flow (Publish/Subscribe)
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Messaging: Bi-directional Flow (Request/Response)
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Gateway approach
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Gateway Interactions
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Messaging: Unidirectional Flow (Publish/Subscribe)
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SCP Architecture with DDS Databus (example)

R3R2R1

Functional Actor B

Local DDS Databus

OL

Local DDS Databus

IL

R3R2R1

Local DDS Databus

OL

Functional Actor A

OL OL

DDS Databus

OL: Output Logic
IL: Input Logic
RX: Replica X
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Real-Time 
Publish-Subscribe
Wire Protocol (RTPS)

Middleware

DDS API

Cross-vendor portability

Cross-vendor interoperability

Data Distribution Service® (DDSTM)

• OMG® Standard
– APIs for portability
– Wire Protocol for interoperability

• Automatic Discovery
• Peer to Peer (no broker)
• Data-Centric Publish-Subscribe
• Quality of Service Configuration
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Key Connectivity Standards Positioned on the Stack
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Challenges in Traditional Message-Centric Architectures 

How the system is initially designed

What happens
to the system

when your
needs evolve
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DDS enables the Flexibility needed for Future-proof Design

DDS Databus
What happens
to the system

when your
needs evolve

DDS Databus
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Layered Databus Architecture Pattern

• Common across 
these industrial 
IoT systems

• Fast, reliable, 
scalable

• From IIC 
Industrial 
Internet 
Reference 
Architecture 
(IIRA) v1.8
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Common Distributed Application Challenges
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Application

Common Distributed Application Challenges
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FAct

SCP Architecture with DDS (example)

Local DDS Databus

Input 
logic

DDS Databus

Output 
logic

FAct FAct

Click here
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OMG DDS Reference Implementation 
for SCP messaging



DDS Reference Implementation
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Platform Independent API (PI API)

• DDS Typed messaging API
• Implement fl_read and fl_write
– DataWriter<Foo>::write(const Foo&); 
– DataReader<Foo>::read(Foo &, SampleInfo &);

• Functional Actors 
– Publisher → DDS DataWriter
– Subscriber → DDS DataReader

• Specifies the QoS to use for interoperability
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Unidirectional Flows
Kind DDS Entity Characteristics DDS Feature creation deletion

Unidirectional 
Flow – One 
Publisher

SCP Publisher à
DataWriter 
Unkeyed type

Posted messages are delivered in the
same order

Automatically done Enable 
DataWriters and 
DataReaders

• Delete DDS Entity 
or change 
PARTITION to 
specific values

Missing messages are identified by the 
platform

SAMPLE_LOST status

SCP Subscribers 
à DataReaders Messages are timestampted by the

platform
LIFESPAN

Identification and authentication SECURITYUnidirectional 
Flow –
Multiple 
Publisher

SCP Publishers à
DataWriters keyed 
type

• Delete DDS Entity 
or change 
PARTITION to 
specific values

• Unregister/dispose 
specific key

Notification when publisher “dies” LIVELINESS

At most once, at least once RELIABILITY

Maximum delivery time LATENCY_BUDGET 
and timestampsSCP Subscribers 

à DataReaders
Flow knows publishers and subscribers Properties



Bidirectional Flows
Kind DDS Entity Characteristics DDS Feature creation deletion

Bidirectional 
Flow -
Requestor

DataWriter 
sending requests

Posted messages are received in the
exact same order

Automatically done Enable 
underlying 
DataWriters and 
DataReaders

• Delete underlying 
DDS Entities or 
change 
PARTITION to 
specific valuesDeliver messages ”exactly once” RELIABILITY

Notifications about the desired 
maximum message delivery time 
exceeded

receive_replies() / 
wait_for_replies() 
SAMPLE_LOST status

DataReader 
receiving replies

Messages are timestampted by the
platform

LIFESPAN

Notify requestor node when a 
responding node has been created

SUBSCRIPTION_MATCHED
PUBLICATION_MATCHEDBidirectional 

Flow -
Replier

DataReader 
receiving requests

Notification when requestor / replier 
“dies”

LIVELINESS

Trust the identity of the requestor / 
replier

SECURITY
DataWriter 
sending replies

Desired maximum message delivery 
time

LATENCY_BUDGET and 
timestamps / DEADLINE



Safe Computing Platform Architecture

SCP Specification

DDS

PikeOS
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Beyond Rail: SCP Applicability to Other Industries 

• The Safe Computing Platform has been 
designed according to railway standards, 
with railway requirements in mind

• A Platform Independent (PI) approach 
could be extended to other industries that 
require mixed criticality cloud computing

• Examples
• V2X: Collaborative breaking 

scenarios, intelligent traffic 
management

• D2X: Battery and flight path 
management

• Industrial Automation: Co-bot 
control and interactions
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Summary

● RCA / OCORA wants to standardize a safe 
computing platform for onboard/trackside 
deployments.

● This approach has applicability to other 
industries.

● PikeOS provides the hard real-time operating 
system and hypervisor as a core SCP building 
block.

● Connext DDS provides the real-time, publish-
subscribe, safety-certified communications.
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Credits and further reading

• Links to reports:
– Research Report SIL4 Cloud

• https://digitale-schiene-deutschland.de/Downloads/Report%20-
%20SIL4%20Cloud.pdf

– RCA/OCORA. (2022). Generic Safe Computing Platform: Specification of the 
PI API between Application and Platform.
• https://raw.githubusercontent.com/OCORA-

Public/Publication/master/06_OCORA%20R2/OCORA-TWS03-
030_SCP_Specification_of_the_PI_API_between_Application_and_Platform.pdf

– RCA/OCORA. (2022). Generic Safe Computing Platform: OMG DDS 
Reference Implementation for Safe Computing Platform Messaging
• https://github.com/OCORA-

Public/Publication/blob/master/91_SCP_OMG_DDS_Reference_Implementation/SCP_
OMG_DDS_Reference_Implementation.pdf

– Figures and details derived from above reports

https://digitale-schiene-deutschland.de/Downloads/Report%20-%20SIL4%20Cloud.pdf
https://raw.githubusercontent.com/OCORA-Public/Publication/master/06_OCORA%20R2/OCORA-TWS03-030_SCP_Specification_of_the_PI_API_between_Application_and_Platform.pdf
https://github.com/OCORA-Public/Publication/blob/master/91_SCP_OMG_DDS_Reference_Implementation/SCP_OMG_DDS_Reference_Implementation.pdf
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