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Secure, safe, authorized & certifiable
edge & cloud key components

Focus: Demonstrate a safe compute platform and middleware for
cloud-distributed safety-critical applications, on multiple
distributed replicas
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Safe compute platform for safety-critical embedded |¥ = ! § R | Safe
systems, e.g., railway, automotive, industrial control, | Tfﬂ;isff;;tfﬂ'}( i RTE  Compute
and other domains. The safe compute platform features "'"xj\ // 1
a hypervisor controlled by a Kubernetes interface. — I |
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Reference implementation for the OCORA PI, a : | e
middleware for cloud-distributed safety-critical 9
applications on multiple distributed replicas for safety. W

We abstract replicated communication away from
application development.

Current Challenges

What have we achieved?

@ Specification of OCORA
Pl API for flow
management and
voting

@ Use of DDS (data
distribution service) -
based OCORA Pl flow [ <

® Hardware selection of field demonstrator

@ ldentifying and implementing relevant
subset of Kubernetes API control
interface for the hypervisor

® Optimal error handling in distributed
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- « Data aggregation & analytics.] = Ensures enc rypted communication. « Mixed criticality
I n * Machine Learning model » Bridges PikeOS Edge platform with applications. —_—
refinement. Cloud. « Local processing & data -
* Global data integration. » Manages data transmission. storage. ﬁ"n_gl
Real-time resp

@ Integration into edge-cloud platform for @Device Manager
safety-critical systems

®
George Violettas E

= Remote updates to edge devices.
* Real-time diagnostics & feedback.

Let’s connect on...
® Modular platforms for safety,

Kubernetes on embedded
systems
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EMBEDDING INNOVATIONS

Mario Brotz

@ Safe Compute Platform

@ Safe Cloud Platform
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Activities ¢) Firefox Web Browser ¥ Jul 3 02:57

user@ubuntu: ~/demoSuzeckDDS/train_system_dds = = Train GPS Tracker X Ees

2025-07-03 02:57:19 - remote data concentrator - INFO - Axle Counter: 20 &« . O [ localhost ¢ @ @ 9
2025-07-03 02:57:19 - remote_data_concentrator - INFO - RDC: FEM sent '--' from 'SENSOR_AC OUT'. Pas§
2025-07-03 02:57:19 - remote _data concentrator - INFO - Axle Counter: 19
2025-07-03 02:57:19 - remote data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR _AC OUT'. Pass d
2025-07-03 02:57:19 - remote_data_concentrator - INFO - Axle Counter: 18 Trafﬁc COI’Ith' Center
2025-07-03 02:57:19 - remote data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR_AC OUT'. Pass
2025-07-03 02:57:19 - remote data concentrator - INFO - Axle Counter: 17
2025-07-03 02:57:19 - remote_data_concentrator - INFO - RDC: FEM sent '--' from 'SENSOR_AC OUT'. Pass
2025-07-03 02:57:19 - remote data concentrator - INFO - Axle Counter: 16
2025-07-03 02:57:19 - remote_data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR_AC OUT'. Pass
2025-07-03 02:57:19 - remote data concentrator - INFO - Axle Counter: 15
2025-07-03 02:57:19 - remote data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR_AC OUT'. Pass
2025-07-03 02:57:19 - remote data concentrator - INFO - Axle Counter: 14
2025-07-03 02:57:19 - remote data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR_AC OUT'. Pass
2025-07-03 02:57:19 - remote _data concentrator - INFO - Axle Counter: 13
2025-07-03 02:57:19 - remote data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR _AC OUT'. Pass
2025-07-03 02:57:19 - remote data concentrator - INFO - Axle Counter: 12
2025-07-03 02:57:19 - remote_data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR_AC OUT'. Pass
2025-07-03 02:57:19 - remote data concentrator - INFO - Axle Counter: 11
2025-07-03 02:57:19 - remote data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR_AC OUT'. Pass
2025-07-03 02:57:19 - remote data concentrator - INFO - Axle Counter: 10
2025-07-03 02:57:19 - remote data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR AC OUT'. Pass
2025-07-03 02:57:19 - remote _data _concentrator - INFO - Axle Counter: 9
2025-07-03 02:57:19 - remote data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR _AC OUT'. Pass e :
2025-07-03 02:57:19 - remote data concentrator - INFO - Axle Counter: 8 Train: DB Intercity
2025-07-03 02:57:19 - remote_data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR AC OUT'. Pass h Loco Axles: 2
2025-07-03 02:57:19 - remote_data_concentrator - INFO - Axle Counter: 7 Wagons: 5
2025-07-03 02:57:19 - remote data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR_AC OUT'. Pasg Y =
2025-07-03 02:57:19 - remote data concentrator - INFO - Axle Counter: 6 Wagon Axles: 4
2025-07-03 02:57:19 - remote data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR_AC OUT'. Pass Total Axles: 22
2025-07-03 02:57:19 - remote data concentrator - INFO - Axle Counter: 5
2025-07-03 02:57:19 - remote data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR _AC OUT'. Pass R
2025-07-03 02:57:19 - remote:data:concentrator - INFO - Axle Counter: 4 - S caords:Lat50.077690, Loa 8.61500
2025-07-03 02:57:19 - remote_data_concentrator - INFO - RDC: FEM sent '--' from 'SENSOR_AC OUT'. Pass§ -
2025-07-03 02:57:19 - remote data concentrator - INFO - Axle Counter: 3 - WebSocket Status: Connected
2025-07-03 02:57:19 - remote data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR_AC OUT'. Pasl Status Message: System Ok
2025-07-03 02:57:19 - remote _data concentrator - INFO - Axle Counter: 2 \.
2025-07-03 02:57:19 - remote data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR AC OUT'. Pass . — o : — .
2025-07-03 02:57:19 - remote data concentrator - INFO - Axle Counter: 1 [%e_machine - INFO - Got --. Axles: 14.
2025-07-03 02:57:19 - remote data concentrator - INFO - RDC: FEM sent '--' from 'SENSOR_AC OUT'. Pass to DDS. Ite_machine - INFO - Got --. Axles: 13.
2025-07-03 02:57:19 - remote data concentrator - INFO - Axle Counter: 0 ite_machine - INFO - Got --. Axles: 12.
2025-07-03 02:57:19 - remote_data_concentrator - INFO - RDC DDS INCOMING: Set TL_A to GREEN ite_machine - INFO - Got --. Axles: 11.
2025-07-03 02:57:19 - field elements.field elements manager - INFO - FEM: light TL_A changed to GREEN from RDC Ite_machine - INFO - Got --. Axles: 10.
. ite_machine - INFO - Got --. Axles: 9.
2025-07-03 02:57:25 - field elements.field elements manager - INFO - -------commmmmmmm e \te_machine - INFO - Got --. Axles: 8
2025-07-03 02:57:25 - field elements.field elements manager - INFO - FEM: Resetting all field elements... ite_machine - INFO - Got --. Axles: 7
2025-07-03 02:57:25 - field elements.field elements manager - INFO - -------commmmmmmm o m e ite_machine - INFO - Got --. Axles: 6
il ite_machine - INFO - Got --. Axles: 5.
[PulseAudiolnput::inputThread] Input thread started. L 12025-07-03 02:57:19 - state machine - INFO - Got --. Axles: 4.
[FastResampler::Resample] Resample ratio is 1.0000 (was 0.0000). H 2025-07-03 02:57:19 - state machine - INFO - Got --. Axles: 3
2025-07-03 02:57:19 - state_machine - INFO - Got --. Axles: 2
: g 2025-07-03 02:57:19 - state_machine - INFO - Got --. Axles: 1.
Eancel eecoring | St | 2025-07-03 02:57:19 - state machine - INFO - Got --. Axles: @. (Published: TL A -> GREEN)
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